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Tools to efficiently craft
the right roles

A human-based approach to optimizing roles

across the enterprise is labor-intensive and cannot BENEFITS
efficiently keep pace with today’s rapidly changing
business and IT environments. However, with the
help of machine learning (ML)-generated insights,
you can build and maintain user roles rapidly with
continual adjustment of access across your entire
organization. Using an Al-driven process to review,
evaluate, and refine roles, you can:

» Eliminate the manual effort
of building roles

> Overcome the complexity
and scale of access

analysis with automation

» Streamline the creation

« Grant and modify access appropriately for and maintenance of roles
onboarding, internal transfer, with greater speed and
and offboarding accuracy

« Create fewer, high-quality roles requiring less

maintenance » Create common access

that enable full user

« Continuously improve your existing roles SR G Ca S

+ Automate the analysis of user access patterns

« Support a least privilege model » Maintain a stronger
security posture by
ensuring models and
policies are current

» Evaluate the effectiveness
of your existing role
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Datasheet
Tools to efficiently craft the right roles

The cost of not using roles
Mid-size organization (10,000 Employees)

$175 -$1.85M

per employee per year cost per year

Source: RBAC survey by NIST 2010 report (Adjusted for inflation)

Access Modeling feature overview

Functional roles

« Develop an access modeling program quickly by leveraging identity data insights
« Identify clusters of like access to suggest the specific privileges appropriate for a role

Common access roles

« Bundle common, or birthright access into roles that can be assigned to large groups of
employees for faster and more efficient onboarding

+ Manage fewer access requests and certifications of common, non-risky items

Auto-scoped role discovery

« Leverage machine learning to group access into specialized roles that can be assigned
to sub-groups or sub-departments

+ Build tailored roles quickly and easily for faster onboarding

Role insights and peer group analysis
« Follow a patent-approved guided process to build peer groups based on user attributes
and access patterns

« Utilize continuous role analysis and suggestions to review, refine, and maintain access
models across the organization

+ Know if the access model is effectively distributing access
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Automatically Discovered Potential Roles

SailPoint discovered potential roles with entitlement-based similarities among identities.
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403 Results

Potential Role - 6e245¢ Lt Attributes v

Identities: 11 (100% have similar access)  Entitlements: 60

High impact @

Potential Role - 6d7ca9 Lt Attributes v

Identities: 32 (100% have similar access)  Entitlements: 1

High impact @

Potential Role - f7fef3 L Attributes v

Identities: 6 (100% have similar access)  Entitlements: 4

HighImpact @
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About SailPoint

SailPoint is a leading provider of identity security for the modern enterprise. Enterprise security starts and ends with
identities and their access, yet the ability to manage and secure identities today has moved well beyond human
capacity. Using a foundation of artificial intelligence and machine learning, the SailPoint Identity Security Platform
delivers the right level of access to the right identities and resources at the right time—matching the scale, velocity,
and environmental needs of today’s cloud-oriented enterprise. Our intelligent, autonomous, and integrated solutions
put identity security at the core of digital business operations, enabling even the most complex organizations across
the globe to build a security foundation capable of defending against today’s most pressing threats.

©2023 SailPoint Technologies, Inc. All rights reserved. SailPoint, the SailPoint logo and all techniques are trademarks or registered trademarks of
SailPoint Technologies, Inc. in the U.S. and/or other countries. All other products or services are trademarks of their respective companies.

sailpoint.com DSI1385-2309



http://www.sailpoint.com
http://www.sailpoint.com

