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Take Five: Keys to Identity Management

By Todd Neff — January 15, 2008

T he field of identity management is enduring a bit of split personality these days.

RELATED RESOURCES

= Oasis Coalition's XACML
Primer Web Site

On one hand, business software giants are gobbling up small companies
that provide ID management solutions, to cobble together comprehensive
offerings compliance and IT departments can tailor to their specific needs.
At the same time, the overall need for ID management is growing ever
more sophisticated, giving rise to powerful tools like federation and

enterprise role management. Related Coverage

g Gaining Effective Access

Sarbanes-Oxley compliance has led auditors to insist on proof of who
Control (May 22, 2007)

accessed which system at what time. Then there are the more prosaic
reasons driving companies to pay more heed to ID management: “staying
out of jail, staying within budget, and not being embarrassed by big data
exposures,” as Steve Steinke, an IT security analyst with the 451 Group,
likes to put it.

g Privacy And Data
Protection Risks (April 24,
2007)

g Building Compliance
Efforts With IT Roadmaps
(June 20, 2006)

Others cite organizational efficiency and easier (read: cheaper) audits,
and, yes, opportunities to profit. Whatever the motivation, taking action in
identity management can be daunting. Here are five things you should
think about before you do.

Think Beyond Straight ldentity Management

Identifying users on your IT system should only be a starting point, says Kevin Kampman, a
senior analyst for the Burton Group covering identity management. He sees three key
technologies emerging to think of ID management in broader terms: enterprise role
management, identity audit, and entitlement management.

Kampman

“People are realizing you can’t manage individuals; you have to start aggregating them into
business responsibilities,” Kampman says. That has led to the rise of managing a person’s access to data
based on what he does (that is, his enterprise role) rather than who he is. The benefits, Kampman says,
range from disaster recovery to better alignment of business goals and IT infrastructure.

That change stems from a basic fact of modern corporations: While companies tend to organize roles in
terms dictated by either the human resource or IT departments, neither reflects what roles people
actually play in a business.

ldentity audit software, meanwhile, lets companies define, implement, and show control around
identities and access. Large identity-management systems have some of this built in, and specialist
software companies such as Aveksa and SailPoint offer their own solutions.

Kampman says identity audit’s rise is fueled by gaps in user-1D provisioning and access management
across audited systems, and largely manual access approval and auditing procedures. Such software fills
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